[Ipuioxenne 2
K 00A3aTe/IbHOM HHPOPMALIAK
JUIst pasMEeILICHUs Ha canTe

NHPOPMAIIMOHHAS ITAMSTKA
A OBYYARKOIUXCS VIS PASMEIILEHA S
HA OOUIHAJIBHBIX MHTEPHET-PECYPCAX

C KaXKIbIM T0OJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTLCH OOJbIE, a HIKOIb-
HUKM OJIHM H3 CaMbIX aKTHUBHBIX II0Jib30Bareied Pynera. Mexay tem, nmomMmumo
OTPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECeT U 11podieMbl. JTa namsT-
Ka JI0JIZKHA ITOMOYb TeOe Oe3011acHO HaX0/AHTHCS B CETH.

Komnprorepusie BUpyChI

KomIibloTepHbiii BUPYC - 9TO Pa3sHOBMHOCTH KOMIIBIOTEPHBIX MPOIpaMM,
OTJIMYHUTENILHONW 0COOEHHOCTHIO KOTOPO# ABIACTCS CHOCOOHOCTh K PA3MHOKCHUIO.
B nonosnnenue K 3ToMy, BUPYChl MOTYT HOBPEIHTh WIH MOJHOCTBIO YHHUTOKHTE
Bce (paiiibl M JaHHBIE, TOAKOHTPOJIBHBIC MOJIB30BATENO, OT HMEHKH KOTOPOro Obula
3anylleHa 3apakxeHHas IporpaMMa, a TakKe [OBPEAHTb WM JAKe YHHYTOXKHTb
OIlepallHOHHYIO CUCTEMY cO BcemH (ailiamu B 1esoM. B OonbIIMHCTBE Cilydaen
pacnpoCTPaHsOTCS BUPYChl Yepe3 HHTCPHET.

MeToab! 3alATBl OT BPEOHOCHBIX [POIPAMM

. Mcnonp3yi coBpeMeHHbIE ONEpPallMOHHBIE CUCTEMbl, UMCHOLIUC Cepbe3-
HBIH YPOBEHb 3aILUTBI OT BPEJOHOCHBIX NPOIrpaMM;

2, IlocTtossHHO ycTaHaBauBai Ia4TH (UMQPOBBIC 3allIATKH, KOTOPBIC aBTO-
MaTHYECKH YCTAHABIMBAKOTCS C LE/IbK A0paboTKu NporpaMmel) U apyrae oOHOB-
JIeHHs CBOEH onepaunoHHoN cucreMbl. CkaduBail MX TONBKO ¢ OQHLHAIBHOIO
caiita paspaborunka OC. Eciu cyuiecTByeT pemuM aBTOMaTH4ecKoro oOHoOBIIe-
HUSL, BKJIIOYH €ro;

3. Paborait Ha cBOEM KOMIIBIOTEpE M0/l NpaBaMu NOAL30BATEI, & HE aIMH-
HHUCTpaTopa. TO HE MO3BOJIHT 60JI]:|LI1HHC'I'B}" Bpe1OHOCHLIX IMporpaMmsM HHCTALIIH-
pPOBATBLCS HA TBOEM IMEPCOHAILHOM KOMITBIOTEPE;

4. Ucnonb3yi auTUBUPYCHBLIE LIPOIPAMMHLIE HPOJIYKTLI WIBECTHLIX MPOH3-
BOJIMTEJIEH, ¢ aBTOMATHYECCKUM 00OHOBICHHEM 0a3;

5. Orpanuub GQUIUYECKUNA JOCTYII K KOMIIBIOTEPY JUIS ITOCTOPOHHMX JIMLL

6. Mcroyib3yi BHCIIHME HOCHTCIH MH(OPMALMHK, TAKHE KakK (UICILKE, JMCK
UM (aiil U3 MHTEPHETA, TOJILKO U3 IPOBEPEHHBIX HCTOYHHKORB;

7. He oTkpbiBaii KOMIIblOTEpHbIE (DAL, NONYUYEHHbIE M3 HEHAJIEKUbIX MC-
TOYHUKOB. /lake Te (aiiibl, KOTOpPbIE NPHCIAI TBOH 3HAKOMBIA. JIyulie yTouHu y
Hero, OTIIpaB/isl JIM OH TeOC uX.

Cerun WI-FI

Wi-Fi - 510 He BU/ nepejlauu JanHbIX, He TEXHOJIOHS, @ BCero Juilb OpeH/,
mapka. Eume B 1991 rogy nupepianjckas KoMilanus sapeructpuposaia Operi



"WECA", uro obosnauano cinosocoueranue "Wireless Fidelity", koropbiii nepe-
BOJIUTCSA Kak "DecnpoBojiHas TOUHOCTS" .

Jlo Haimero BpemeH# Joiuia Jipyras abopeBuaTypa, KoTopas ABIseTcs Takoi
Ke TexHosoruei. Jro abbpesmarypa "Wi-Fi". Takoe nassanue Obio paHo ¢
HAMEKOM Ha CTaHJapT BeICLICH 3BYKOBOI TexHuxku Hi-Fi, uro B nepesoje o3nava-
eT "BbICOKAst TOYHOCTB".

Jla, GecriaTHblif MHTEPHET-A0CTYI B Kade, OTeNsX H a)poroprax sB/seTcs
OT/IMYHOM BO3MOJKHOCTBIO BbIXOJ@ B WHTepHeT. Ho MHOrue JsKkcneprbl CYMTAIOT,
uTo odwwenocryrnHeie Wi-Fi cern He snsiorcs 6e301acHbIMH.

Cosetsl 110 6e3onacHocT paboTel B 001men0cTynHLIX ceTsax Wi-fi:

1. He mepenasaii coto nuanyio uadopmanuio yepes oduegocryimipie Wi-Fi
cerd. PaboTas B HHX, )KEJIATCJIbHO HE BBOAMTD [1IAPOJIH JAOCTYIIA, JIOIMHLI H KaKHe-
TO HOMeEpa;

2. Mcnonp3yit 1 0OHOBIISAN aHTUBUPYCHbIE 1IPOIpaMMbl M Opanamayep. Tem
cambIM Thl 00e30MacHIlb ceOst OT 3aKaYKK BUPYCA HE TBOE YCTPOHCTBO;

3. Ilpn ucnons3oBanun Wi-Fi orxmoun Gyskuuio "O0wumii jgocryn x daii-
naM 1 npuHrepam”. JlaHHas QYHKUMS 3aKpblTa 110 YMOJIYAHHIO, 0JIHAKO HEKOTO-
pble MOJIB30BATEIIH aKTUBHMPYIOT €€ Julst yj100CTBa MCIONIb30BaHKS B paboTe HIIu
yueOe;

4. He wucnonpsyid nyOomuuneid WI-FI 11 nepenaum JTMYHBIX JIaHHBIX,
HAIpUMep JUIA BBIXO/Aa B COLMATBHBIC CCTH HIIH B JICKTPOHHYIO [104TY;

5. Ucnonp3yii ToipKo 3amuuieHHoe coeauaenue yepes HTTPS, a ne HT'TP,
T.e. py Habope Beb-ajpeca BBoau umenno "https://";

6. B MmoOnasHom Tenedone orkinoun Gyukumio "Tojkmouenne k Wi-Fi aB-
ToMarndecku”". He Jonyckail aBroMaruyeckoro HojAKIOYEHUs YCTPOHCTBA K ce-
tam Wi-Fi Ge3 TBoero cormnacusi.

CounanpHble ceTu

CoumnaibHbIe CCTH aKTHBHO BXOJMT B HALLLY JKH3Hb, MHOIHE JI10/1H paboTalor
M JKMBYT Tam IOCTOAHHO, a B Facebook yike 3aperucrpupoBal MULIHAP] YEIOBEK,
4TO SBJISETCH OJIHOM CEe/IbMOM BCEX JKMTENCH IUIaHeTel. MHOrHe nobp3oBaresiv He
[IOHUMAIOT, 4TO MHGOPMALUd, PasMEIICHHAs UMH B COLHAIBHBIX CETAX, MOMKET
ObITH Har‘incua H HMCIIOJIL30BaHa KEM yroJHo, B TOM YHCIIe He 06.‘-]381"3.1[:”0 ¢ OJla-
T'HMH HAMEPEHHSAMH.

OcHOBHBIE COBETBI 110 OE3011aCHOCTH B COUMAIBHBIX CCTHX:

l. Orpanuye crucok japysei. Y 1ebs B Apy3bixX HE JIOMKHO ObITh Cllydaii-
HBIX W HE3HAKOMBIX JIIOJICH;

2. 3amMuiait CBOIO YaCTHYIO u3Hb. He ykaszbiaii napoiu, renedonsl, aipe-
ca, 1aTy TBOEro POXKACHHS M JAPYIYIO JHYHYI0 HH(OPMALKIO. 3I0yMbIILIEHHAKH
MOTYT MCIIOJIL30BATE Jayke HH(OPMAIIMIO O TOM, KAK Thl H TBOH POJIMTEH TIIAHH-
pyeTe MpOBECTH KAHUKYJIbI;

3. 3amumai cBOIO penyTalMio - JepPKH ee B 4ucToTe M 3ajaBail cebe Bo-
npoc: Xores Obl Thl, 4TOOLI JIpYTHe MOJIL30BATENH BUIEIH, YTO Thl 3arpyKaciin?
[Toxymaii, rpexje 4yem 4To-To OI1yOIMKOBAThE, HAIIUCATh U 34IPY3UTh;



4. Eciiu Tbl rOBOpHIIIE € JIIO/IBMU, KOTOPBIX HE 3HAelllb, HE HCII0JIb3YH CBOE
peanbHOe UMS M APYTYIO JIMYHYK MHOOPMALMU: UMs, MECTO KHUTEIbCTBA, MECTO
y4eObl U rpoyee;

5. Us0erail pasmemenus dororpaduii B MuTepuere, rne Thl H300paxeH Ha
MECTHOCTH, 110 KOTOPOH MOXKHO OIPE/IEIUTh TBOE MECTONOIOKEHHUE;

6. [1pu perucTpauuu B COLMAIBLHOK CETH HEOOXOAUMO UCIIOIB30BATh CIOXK-
Hble apoJIk, COCTOSAIIHE U3 OYKB M LIM(P K C KOJTHYECTBOM 3HAKOB He MeHee §;

7. JIng conyanbHOH CeTH, MOYThl H JIPYTHX CaHTOB He00XO0IUMO HCIIOJIb30-
BaTh pasHble 1aposiu. Toraa ecau teds B3jI0MAIOT, TO 3J0YMBILUIEHHUKH 110J1y4aT
JIOCTYIl TOJIBKO K OJIHOMY MECTY, @ He BO BCE Ccpasy.

DNEeKTPOHHBIE ICHBIH!

DNEKTPOHHBIE JICHLIW - DTO O4YeHb YA00HLIA crnocod niaremxen, oJHAKO Cy-
LIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTST HOJIYHHTh ITH JI€HbIH.

DJICKTPOHHBIC ACHBIM [OSIBHJIMCH COBCEM HEIaBHO M MMCHHO MU3-3a ITOr0 BO
MHOTHMX FoCy1apCcTBax J0 CHX II0p HE NPOIKUCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHM (YHKIMOHUPYIOT U O HHX YK€ MPOMNUCAHO B 3aKOHE, I71e
UX pas3/ielsiioT Ha HECKOJIBKO BMJIOB - aHOHMMHBIE M He aHOHMMHbIe. Paznuua B
TOM, YTO aHOHHMHEIE - 9TO T€, B KOTOPBIX pa3peuiaeTcs MPOBOIUTD OnepaluH 0e3
UaeHTH(GUKAIUK OJIL30BaTEsl, @ B HEAHOHUMHbIX HACHTH(UKALMS M01b30BATES
ABJISCTCH 00SA3aTCIIBHOM.

Takske cieyeT pasziMyaTh YIEKTPOHHbIE (PUATHBIE JeHbIM (paBHbI rocyaap-
CTBEHHBIM BaJIOTaM) M JJIGKTPOHHbIC HedHaTHBIC NEHbI'M (HE paBHbl rocynap-
CTBCHHBIM BaJlOTaM).

OcHoBHbIe coBeThI 110 Ge30nacHoi padoTe ¢ NIEKTPOHHBIMHU JIEHbLIAMM:

1. Ilpussiku &k cuety MOOMIBLHBIH TenedoH. Do camblit y100HLIA 1 ObICT-
pbli c110co0 BOCCTaHOBUTL JocTyil K cuery. [lpusszanusiii renedon nomoxer, ec-
au 3a0yJiellb CBOM IUIATEKHBIM 11apoJib WM 3ai/lelib Ha CAaWT C HEe3HAKOMOIQ
yCTpPOHCTBA;

2. Mcnionib3y i ojHOpa3oBsble napouu. llocie nepexosa na yCHICHHYIO aBTo-
pusaiuio tede yxe He OyleT yrpokarh ONacHOCTh KPAaKM MIIM [1epexBaTa 111aTex-
HOT'O 11apoJIs;

3. BoiGepu cnoxkubii napoiib. Ilpecrynnukam Oyiaer He 1HpocTo yrajiarb
CIOXHBIM naposib. Hajie:xkHbie napoiu - 9170 napoin, KOTOPbLIC COJICPKAT HE MEHEe
8 3HAKOB M BKJIIOYAIOT B ce0S CTPOUHBIE W IIPOIUCHBIE OYKBbI, LH(Pbl K HECKOJIb-
KO CHMMBOJIOB, TaKMe KaK 3HAK Jlo/ulapa, (pyH1a, BOCKIMUATE/bHBIH 3HAK WU T.IL
Hanpuwmep, $tROng!;;

4, He BBOJM CBOM JIMYHBIE JJAHHBIE HA CAHTAX, KOTOPBLIM HE JIOBEPSELb.

DeKTpPOHHAs 1104TA

DNEKTPOHHAS [10YTa - ITO TEXHOJIOIHA W IMPELOCTABIACMBIC €10 YCIYTH 110
[epechbUIKe U 10JIYHYEHHIO JIEKTPOHHBIX COODILICHMH, KOTOPbIE pacipeie/aoTcs B
KOMIIBIOTEPHOH ceTH. OOBIYHO JICKTPOHHBLIH 1OYTOBBIH AWK BBIIIAIHT CICY-
fouM 00pazom: uUMsi_roJib3oBarens@ums jloMena. Takxke kpome riepe/iayu 1npo-
CTOIO TEKCTa, UMEETCS BO3MOMHOCTD [epejlaBars (paiiibl.

OCHOBHbBIC COBETDI 110 0C3011aCHOH paloTe ¢ WICKTPOHHOM IIOYTOH:



1. Hano BeiOpars npaBuiibHblE [04TOBBIH cepBuc. B uHTEpHETE €CTh
OrpOMHBIH BbIOOP GECIUIATHAIX MOYTOBBIX CEPBUCOB, O/IHAKO JIy4llIe JOBEPATH TeM,
KOI'0 3HACIIb U KTO [ePBLIH B peHTHITE;

2. He ykaspiBail B IMYHOH rmouTe JIHUHYIO Hidopmaimio. Hanpumep, nyque
BbIOpaTh "My3bIKalbHbINA _(anar@" win "pok2013" Bmecto "remal3";

3. HMenonp3yit JIByX3TalHyl0 aBTOpU3aliio. JTO KOIJa IIOMHMO [apoJs
HYXHO BBOJMTL KOJI, MpUCHLIaeMbIi o SMS;

4. BpiGepu cnosKHBbIi apostk. i1 Ka#/10ro noYToBOro AKKa JoJken ObITh
CBOM HAJIEKHBIH, YCTOHUYMBLII K B3JIOMY 118pO0Jib;

5. Eciiu ecTb BO3MOMKHOCTh HAIMCATH CAMOMY CBOM JIMHUHBIA BOIIPOC. HC-
MOJIb3YH 9Ty BO3MOKHOCTB;

6. Micnioib3yH HECKOJILKO MOYTOBBIX SLUIMKOB. TlepBbii jyis 4acTHOH nepe-
MUCKH C aJIpecaTraMu, KOTOPLIM Thl J0BEpsellb. DTO JIEKTPOHHBIA ajgpec He Halo
UCTIONB30BaTh MPU PErUCTpallUK Ha GopyMax U canTax;

7. He orkpbiBail ¢aiinbl U Apyrue BIOKEHHS B IHUCLMAaxX, JAXKe €CIU OHH
MPUILIA OT TBOMX Jpy3eil. Jlydme yro4Hu y HHUX, OTIPABISIIM JIM OHU Tebe ITH
aiiibl;

8. Ilocie oxoHuyaHusi pabOTBl HA I[OYTOBOM CEpPBUCE I1epe/l 3aKpbITHEM
BKJIQJIKH ¢ CalTOM He 3a0y/ib Haxarh Ha "Boiidru".

KubepOyimuHI nilu BUpTyalibHOE M3/1€BaTelIbCTBO

KuGepOynnunr - npecnenoBanue coOOIICHHIMH, COACPKAILIMME 0CKOPO.Ie-
HUSI, ArPEeCcCHIO, 3allyruBaHue; XYJUraHCTBO; COlMAIbHOe OOWKOTHPOBAHHUE C T10-
MOLLBIO PA3JIMYHbIX HHTEPHET-CEPBUCOB.

OcHoBHbIE coBeThI 110 Goprde ¢ KUOEePOYIITMHIOM:

1. He Gpocaiicsi 8 60ii. Jlyuuiuii criocod: nocoBetroBarhes kak ceds BECTH M,
€CJIM HEeT TOr'0, K KOMY MOXKHO 0OpaTUThCH, TO BHA4ale YCHNOKOWThCA. Eciau 1ol
Ha4YHellb OTBEYaTh OCKOPOJICHUAMHM Ha OCKOpOJICHHMS, TO TOILKO eile Ooliblie
Pa30xKellb KOH(IHKT;

2. Ypagnsii cBoeit kubeppenyranueii;

3. AHoHuUMHOCTb B cetn mMuuMast. CyuiectByiorT c¢nocobbl BbIACHHTH, KTO
CTOMT 33 AHOHMMHBIM AKKAYHTOM;

4. He crour BecTH Xynwuranckwil obpas BupTyaubHOH >ku3uu. Murepher
(hukcupyer Bce TBOM JCHCTBMSA M COXPaHseT UX. YaanuTb ux Oyiuer kpaifHe 3a-
TPYAHUTENBLHO;

5. Cobimoaai ¢BOKO BUPTYANBHYIO YECTh CMOIIO/LY;

6. Urnopupyit exuHudHblil Heratus. OjHopa3osbie ockopOUTEIbHbIE C000-
IMICHHs! JIy4lle UrHopupoBarh. OQObIYHO arpeccus MPeKpalaercs Ha HavallbHOMH
CTAa/IMH;

7. ban arpeccopa. B nporpammax o0MeHa MIHOBEHHBIMH COOOLICHHAMHU, B
COLHAJIBHBIX CETAX €CTh BO3MOKHOCTE OJIOKHPOBKH OTIIPABKH COOOIICHHIT ¢ orpe-
JI€JIEHHBIX a/pecoB;

8. Ecnu o1 cBuaerens kubepOyiuunra. TBou AeHCTBHA: BEICTYIHTD [IPOTUB
peciejoBareis, NoKa3arh eMy, 4TO ero ACHCTBUA OLICHUBAIOTCH HEraTHBHO, I1O/-
JIEpIKATh KEPTBY, KOTOPOH HY)KHA ICHXOJIOIHYECKas MOMOLb, COODIHTE B3pOC-
JTIBIM 0 (paKTe arpecCHBHOIO MOBEICHUS B CETH.



MoOunbHelii Tenedon

CoBpementble cMapThOHBI 1 IUIAHILIETHI CO/IEPKAT B cede BIIOJHE B3POCIIbLii
(YHKLHOHAN, H TEMeph OHH MOI'YT KOHKYPHUPOBATH CO CTAIMOHAPHBIMU KOMIIbIO-
repamu. OJIHAKO, CPE/CTB 3alMThl JUls 110/100HBIX YCTPOHCTB 10KA OY4CHL MAIO0.
TecTupoBanue U MOMCK ysi3BUMOCTEH B HUX [POMCXOIMT HE TAK HHTEHCHBHO, KaK
A IK, To ke camoe kacaercs 1 MOOHIBHBIX [IPHIIOKECHHI,

Cospemennbie MOOMIIbHBIC Opay3epbl yike NPaKTHYeCKH JOTHAJIH HACTONb-
HbI€ AHAJIOTH, OJ[HAKO pacliMpeHue (pyHKIMOHAIa BIe4eT 3a codoil DoliblIyio
CIIOKHOCTbL ¥ MEHBIIYIO 3alAIIEHHOCTb.

Jlaneko He Bce NPOM3BOJMTENM BBHIIYCKAIOT OOHOBJICHMS, 3aKpLIBAIOLIME
KPUTHYECKHE YSA3BUMOCTH JUISi CBOMX YCTPOMHCTB.

OcHoBHBIE COBETHI J|is 0€3011aCHOCTH MOOHIBHOIO Tesedona:

Hudvero ne sBnsercs no-nmacrosimemy OecruiatHsiM. By/b octoposxkeH, Beb
Korza tebe npeanararoT GeCIUIATHBI KOHTEHT, B HEM MOTYT ObITh CKPbITHI Kakue-
TO IUIATHBIE YCIIYTH;

Hymaii, npexnae 4em ornpasutb SMS, doro v Bugeo. Tol TOUHO 3HaElLb,
rze oHu OylyT B KOHEYHOM HTOre?

Heo0xo1umo 00HOBISITL OIEpAlHOHHYIO CHCTEMY TBOCTO cMapT(oHa;

Hcrnonb3yi aHTUBHPYCHBIE [IPOIPAMMBI /IS MOOHIIBHBIX TeJIe()OHOB;

He 3arpyall npuIoKeHHs OT HEH3BECTHOIO MCTOYHMKA, BE/b OHM MOIYT
coiepKaTh BPEJOHOCHOE IIpOrpamMmMHoe odecriedeHue;

Iocnie Toro Kak ThlI BIHICHIb C caiiTa, rje BBOJKI JIMYHYIO HHDOPMALHMIO,
3ai/IH B HaCTpoiKH Opay3epa u yjaiu cookies;

[lepuosiuecku nposepsil, KaAKHE IUIATHBIC YC/IYI'H AKTHBUPOBALbLI HA TBOEM
Homepe;

Hasail cBoii HOMEp MOOHILHOrO TeiedOHa TOILKO JIOAAM, KOTOPLIX Thl
3HACLb U KOMY JIOBEpsielllb;

Bluetooth gomken ObiTh BhIKIIOYEH, KOI7IA THl UM He Mojab3yewbes. He 3a-
ObIBall HHOT A MPOBEPSTH ITO.

Online urps

CospemenHble OHJIAMH-WUIPBI - 9TO KPACOHIbIE, 3aXBATHIBAIOIIAE pa3Bicye-
HHA, 06’1)6}.],!’11-111!011.1]16 COTHH TBICHAY YCIIOBCK MO BCCMY MHPY. HPPDKH HCCIICYIOT
AaHHBIA UM MUp, 00WIAIOTCs JIPYT € JIPYIOM, BBITOJIHAIOT 3a/aHHs, CPaKaloTcs ¢
MOHCTPAMH M 10JIy4alOT ONBIT. 3a YAOBOILCTBUE OHM ILIATHT: HOKYIAKT JIMCK,
OIIAYMBAKOT A0OHEMEHT /M IIPUOOPETAIOT KAKHE-TO OILIMH.

Bce a1n cpeacTBa uyT Ha NOJIePKaHHE H PA3BUTHC UIPBL, & TAKAKC HA CaMy
6330HHCHOCTb: COBCPUICHCTBYIOTCH CHCTEMDI ABTOPH3AlHMH, BBIHYCK&IOTCH HOBBIC
naT4yu (UHGPOBBIC 3aIIATKH JUIsl IPOIPAMM), 3aKPbIBAIOTCH YA3BUMOCTH CEPBEPOB.

B 1nojo6ubIX Mrpax CTOMT Onacarbesi He CTOJILKO CBOMX COINEPHHKOBR,
CKOJIBKO KpaKl TBOEIO 1apoJis, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPH3ALIMH
OONBIIMHCTBA UID.

OcHoBHBIE COBETHI 110 OE30MAaCHOCTH TBOEI0 HIPOBOI0 AKKAYHTA:

1. Eci apyroii urpok sejer celGd mioxo win cosjaer tebe HenpUsSTHOCTH,
3a0JIOKMPYH €0 B CIIUCKE HIPOKOB;



2. Iloxany¥ics aZIMUHUCTPAaTOPaM MIPbl HA ILIOXO€ [OBEIEHHE HTOrO UIpo-
Ka, JKeJlaTesibHO IPUIIOKHTL KAKHe-TO J0KAa3aTe/IbCTBa B BHJIE CKPHHOB;

3. He yxaspiBait nuunyio undopmaimio B npodaiic urpsl;

4. YBaxa# JIpyrux y4aCTHUKOB 11O UIPE;

5. He ycranasinuBail Heo(UIHaIBHbIC TATYH H MOJBI,

6. Micrione3yii crioxHble ¥ pasHbie Napo.iv;

7. Jlaxe BO BpeMst UIpBI HE CTOMT OTKJIIOYAaTh aHTHBHpPYC. [loka Thl Mrpa-
€lllb, TBOH KOMIIBIOTEP MOTYT 3apa3uTh.

QUIIMHT WK KPaXka JIMYHLIX JaHHbLIX

OOBIYHOH KpaxkeH JICHET M JIOKYMEHTOB Cero/IHs YiKe HMKOI0 He YIMBHILb,
HO ¢ Pa3sBUTHEM HHTCPHET-TEXHOJIOTHMH 3JIOYMBILIUICHHUKH [1€PEMECTHIHCH B HH-
TEPHET, U MPOJIOJDKAIOT 3aHUMAThCS " THOOMMBIM" J1CJI0M,

Tak mosBHiace HOBas yrpos3a: HHTCPHET-MOLICHHHYECTBA HJIM (DHILIMHI,
rJIaBHas LEJIb KOTOPOrO COCTOUT B IOJYYEHHHU KOH(PUIACHIIMANIBHBIX JIAHHBIX MOJb-
30BaTesIei - JIOrMHOB M naposeid. Ha anrnmiickom sizbike phishing uuraercs xax
¢Gummnr (ot fishing - peiGuas noss, password - napons).

OcHoBHbIe coBeTbI 110 Oopude ¢ GUUIHHIOM:

1. Ciiequ 3a cBouMm akkayHTOM. Ecim Thl 11003peBaciub, 4TO TBOS aHKETA
Oblla B3JI0MaHa, TO HEOOXOAHMO 3a0JIOKHPOBATH €€ M COOOLIHTEH a/IMHHKHCTPATO-
pam pecypca 00 3TOM KaK MOKHO CKopee;

2. Ucnonp3y# GesonacHblie BeO-caidThl, B TOM YHCIE, HHTEPHET-MAIra3MHOB U
IIOMCKOBBIX CUCTEM;

3. Hcnone3y#t cioxkHbie W pasubie naposi. Takum oGpazom, eciu reds
B3JIOMAIOT, TO 3JJOYMBILUIEHHUKH [OJYUAT JIOCTYIL TOIBLKO K OJIHOMY TBOEMY NPO-
(uio B ceTH, a He KO BCeM;

4. Eciin Te0s B3710Mau, TO HEOOX0AUMO IPEAYIPE/UTh BCEX CBOUX 3HAKO-
MbIX, KOTOpbIe N00aBlIeHbl y TeOs B JAPY3biX, O TOM, YTO Teds B3/IOMAIM M, BO3-
MOKHO, OT TBOEr0 MMEHH OYJCT pacchLIaTLCH CIAM M CCLUIKM HA (PHILHHIOBbLIC
CAMUThI;

5. YcranoBu HaaexHsil naposs (PIN) Ha MoOuibHLIA TenedoH;

6. OTkmoun coxpaHeHue naposus B 6paysepe;

7. He orkpbiBail daiiibl ¥ Jpyrue BIONKEHHUS B MUCbBMAaXx, JIaxe €CcIv OHH
NPHILIMA OT TBOMX Jpy3ed. JIyulie yTo4HH y HHUX, OTIIPABISUIM JIK OHH TeDe ITH
(hainbl.

Lludporas penyramus

Ilndposas perytauust - 370 HEraTHBHAS WM [O3MTHBHAs MHdOpMalus B
cetd 0 Tebe. KomnpomeTupyromas HHGOpMaLis, pasMeleHtas B MHTepHEeTe, MO-
AKET Cepbe3HbIM 00pa3oM OTpPa3sUTbCs HA TBOCH peasibHON xu3HM. "[lndposas pe-
nyrauus" - 3T0 TBOW MMHIUK, KOTOPBI (opmupyercst n3 uHdopmaiku o tebe B
MHTEpHETE.

TBoe MecTo KUTeNbCTBE, yuedbl, TBOE (PUHAHCOBOE 1ON0KEHNHE, 0CODEHHO-
CTH XapaKkTepa U paccKassl 0 OJIM3KHX - BCE 2TO HAKAIIMBACTCS B CETH.

MHuorue noapocTKH NerKOMBICICHHO OTHOCATCH K 11yOJIMKALMK JIMYHOH HH-
(opmanuu B Murepuere, He NOHMMas BO3MOMKHBIX [ocneacTBHA. Tbhl aaxe ne



CMOXEIIb JI0raiaThest 0 TOM, 4To (ortorpadus, pasmetientas 5 jer Hazal, crajia
NPUYHHOM OTKa3a NpuHsTL Te0s Ha paboTy.

Kommenrtapuu, pasmenienie TBouX Gortorpaduii u apyrue aeicTBus MOryT
HE MCYE3HYTh AaXKC II0CJIC TOr0, KaK Thl UX YJaiHilb. I'bl HE 3HACIHIBL, KTO COXpa-
HUJI 9TY MH(POPMALHIO, [1011aJ1a 1 OHA B IONCKOBBIE CHCTEMBI M COXPAHMIIACH JIU
OHa, a TJIABHOE: YTO MOJAYMaloT O Tede OKpyKalollHe JII0J4, KOTOPbIC HAWAYT u
yBHIAT 310, Halitu uHpOpMaLio MHOTO J1eT cIycTs cMoxeT b0 - Kak U3 J100-
PBIX NOOYKAEHUH, TAK M ¢ HAMEpPEHHEeM [IPUYHHHTH Bpel. DTO MOXKeT ObITh KTO
YTOAHO.

OcHOBHBIE COBETBI 110 3aluTe HHPPOBOH peryTalu:

1. TToxymaii, npexjie uem 4To-To NyO0IIMKOBATh U Nepeaasath ¥ cebs B Giore
HJIM B COLIMAJIbHOM ceTH;

2. B nacrpoiikax npouis yCTaHOBH OrPaHHYEHHs Ha MPOCMOTP TBOETO
MPOQHUIIL U ero COAePKUMOTro, cIeiall ero ToIbKo s japysei";

3. He pasmemiaii u He yka3biBail HHOOPMAIIUIO, KOTOPAsk MOXKET KOro-1ubo
OCKOPOISITH WIIH O0HIKATD.

ABTOpPCKOE IIpaBo

CoBpeMeHHBIC UIKOJBHUKH - aKTHBHBIC [101b30BaTe/d udpoBoro mpo-
crpancTBa. OHAKO JaJIeKO HE BCE 3HAIOT, YTO IMOJb30BAHHE MHOTMMH BO3MOKHO-
CTAMU LUGpOoBOro Mupa Tpedyer coOIIOACHUS MPAB Ha UHTELIEKTYAIbHYIO COO-
CTBEHHOCTb.

TepmuH "uHTeIeKTYalIbHASE COOCTBEHHOCTE" OTHOCUTCS K PA3/IMYHBIM TBO-
pPEHUSAM YEeJIOBEYECKOIo yma, Ha4uHasi ¢ HOBLIX M300pereHnid M 3HaKoB, 0003Ha-
4aoMMX COOCTBEHHOCTL HA HPOAYKTHl M YCIYIHM, H 3aKaH4uBas KHHUramu, Goro-
rpausaMH, KHHOMUILBMAMH U MY3bIKAJIBHBIMH [IPOH3BCACHMAMH.

ABTOpCKHE IpaBa - JTO IIpaBa Ha HMHTE/NICKTYAIbHYIO COOCTBEHHOCTL Ha
IIPOM3BEICHHUS HAYKH, JIMTEPATYPhbl H MCKYCCTBA. ABTOPCKHE 11paBa BhICTYNAIOT B
Ka4eCTBE rapaHTHH TOI0, YTO MHTE/UIEKTYAIbHBIH/TBOPYECKHIA TPy I aBTopa He Oy-
JET HANPACHBLIM, JIACT €My CIIPaBe/UIMBLIE BO3MOKHOCTH 3apadoTaTh HA pe3y/bTa-
Tax CBOEIo TPY/ld, MOJYYHUTL U3BECTHOCTHL W npusnauue. Hukro 0e3 paspeiieHus
aBTOpa HE MOZKET BOCIIPOU3IBO/MTEL €r0 NPOU3BEASHHE, PACIIpOCTPaHsATL, 1y0/IHY-
HO ACMOHCTPpHPpOBAaTh, IpodaBdlb, HMIIOPTHPOBATD, IIYCKATDL B IIPOKAT, H_}"GJIH'—IHU
MCIIOJIHATD, I10KA3bIBATL/UCIIONHATE B 3QHpe HWiIK pasMeiars 8 MurepHere.

Hcnonp3osanue "nuparckoro” nporpaMmMHoro oGecrieueHus MoxKer 1puBse-
CTH K MHOI'MM PHCKaMm: OT IOTEPH J@HHLIX K TBOMM AKKAyYHTaM JI0 OJIOKMPOBKH
TBOET0 YCTPOMCTBA, I/le ycTaHoBlleHa HeleralibHasi nporpamma. He crour taioke
3a0bIBaTh, 4YTO CYLICCTBYIOT JICrajibHbic M OCCINIATHBIC [IPOIPAMMbBI, KOTODbIE
MOHO HaWTH B CCTH.

O noprasne

CereBryoK.pd - TBOI ITIaBHBII COBETYHK B CCTH. 3/1CChH ThI MOKCIIL Y3HATE
0 0e30ITacCHOCTH B CETH MOHITHBIM M JIOCTYITHBIM $3bIKOM, @ [IPH BO3HMKHOBEHUH
KPUTHYECKOH CHUTyalMH O00OpaTUTbLCH 3d COBETOM. A TaKkKe [PUHATB yvacTHe B
KOHKYpCaxX M CTaTh CaMbIM HU(QPOBLIM I'pasKIaHHHOM !



